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Abstract

There is a need in the community of privacy practitioners for a trustworthy, collaborative
shared database of differentially private deployments, to help foster norms about best
practices. We propose a shared governance resource to (1) help industry grow to con-
sensus on best practices, (2) provide public snapshots of the privacy landscape so that
regulators can judge new deployments in context and shape guidance accordingly, and (3)
incentivize industry to make their choices public. We describe an initial schema to system-
atize this information and an editorial and governance process to ensure this information
is reliable.

Keywords

Privacy; Differential Privacy; Privacy-Enhancing Technology; Data Governance

Reports on Computer Systems Technology

The Information Technology Laboratory (ITL) at the National Institute of Standards and
Technology (NIST) promotes the U.S. economy and public welfare by providing technical
leadership for the Nation’s measurement and standards infrastructure. ITL develops tests,
test methods, reference data, proof of concept implementations, and technical analyses
to advance the development and productive use of information technology. ITLs respon-
sibilities include the development of management, administrative, technical, and physical
standards and guidelines for the cost-effective security and privacy of other than national
security-related information in federal information systems.

Call for Patent Claims

This public review includes a call for information on essential patent claims (claims whose
use would be required for compliance with the guidance or requirements in this Informa-
tion Technology Laboratory (ITL) draft publication). Such guidance and/or requirements
may be directly stated in this ITL Publication or by reference to another publication. This
call also includes disclosure, where known, of the existence of pending U.S. or foreign
patent applications relating to this ITL draft publication and of any relevant unexpired U.S.
or foreign patents.

ITL may require from the patent holder, or a party authorized to make assurances on its
behalf, in written or electronic form, either:

1. assurance in the form of a general disclaimer to the effect that such party does not
hold and does not currently intend holding any essential patent claim(s); or
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2. assurance that a license to such essential patent claim(s) will be made available to
applicants desiring to utilize the license for the purpose of complying with the guid-
ance or requirements in this ITL draft publication either:

(a) under reasonable terms and conditions that are demonstrably free of any un-
fair discrimination; or

(b) without compensation and under reasonable terms and conditions that are
demonstrably free of any unfair discrimination.

Such assurance shall indicate that the patent holder (or third party authorized to make
assurances on its behalf) will include in any documents transferring ownership of patents
subject to the assurance, provisions sufficient to ensure that the commitments in the as-
surance are binding on the transferee, and that the transferee will similarly include appro-
priate provisions in the event of future transfers with the goal of binding each successor-
in-interest.

The assurance shall also indicate that it is intended to be binding on successors-in-interest
regardless of whether such provisions are included in the relevant transfer documents.

Such statements should be addressed to: PETs@nist.gov
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Note to Reviewers

This draft proposes a structure for a new NIST resource, a voluntary differential privacy
deployment registry. This registry seeks to serve as a communal body of knowledge to
encourage the judicious application of differentially private implementations. The authors
invite the differential privacy community to provide constructive feedback on maximizing
the utility of such a resource. We particularly invite feedback on the following questions:

¢ |s the proposed schema responsive to foreseeable use cases, and, if not, what addi-
tions or changes are required?

¢ Are the mechanisms for reporting edits or updates sufficient and workable for prac-
titioner needs?



166

167

168

169

170

171

172

173

174

175

176

177

178

180

181

182

183

184

185

186

187

188

189

190

191

192

193

NIST IR 8588 ipd (Initial Public Draft) DP Registry
September 2025

Table of Contents

1.Valueof theregistry . . . . . . . . . . .
1.1.Value to Practitioners . . . . . . . . . . ..
1.2.Valueto Policy Makers . . . . . . . . . . . .. ..
1.3.ValuetoResearchers. . . . . ... ... ... . .. ...

2.GOVEINANCE . . . . . e e e
2.1. Membership and Governance Structure . . . ... ... ... ... ......

2.1.1.Bootstrapping Phase . . . . . .. . ... .. ...
2.1.2.0ngoing GOVErnNancCe . . . . . . . . v v v v it e e e e
2.1.3.Stakeholder Representation . . . . ... ... ... ... ........
2.2.Term Limitsand Rotation . . . . . ... ... .. ... ... ... . ...
2.2.1.TransparencCy . . . . . . . i e e e e e e
2.3.Data Dissemination and Preservation Goals . . . .. ... ...........
2.4.Policiesand Licenses . . . . . . . . ...
24.1.Codeofconduct . . . . .. ...

W 0 O O L1 L1 B A A A DN W N R B

2.4.2.Privacy Policy . . . .. . . ..
3.Schema forthedatabase . ... ... ... .. . ... ... 10
3.1.Transparency level of entries . . . . . . . . ... . . . ... ... . ... ... 10

4, Contribution Process . . . . . . . . . e e 12
4.1.Evidence & TrustBasis . . . . . . . . . . . . 13
4.2.Orientation for record submitters . . . .. ... ... ... ... . L. 14

5. Editorial process for adjudicating contributions . . . . . . ... ... ... ... ... 14
5.1.SubmissSion Process . . . . . . . . e 15

6. Interface portal overview . . . . . . . ... 17

List of Tables

Table 1. Version 1 of the Differential Privacy Deployment Schema. This is a living doc-
ument that will evolve as moreislearned. . . . ... ... ........... 11



194

195

196

197

List of Figures

Fig. 1. Overview of stages a submission may pass through from initial coding to ac-

ceptance and any furtherupdates. . . ... ... ...
Fig. 2. Example of registry entry from prototype web interface



198

200

201

202

203

204

205

206

207

208

209

210

211

Author Contributions

Micah Altman: Writing- Original draft preparation, Data curation. Sharon Ayalde: Writing- Origi-
nal draft preparation, Supervision. Rachel Cummings: Writing- Original draft preparation. Damien
Desfontaines: Writing- Original draft preparation, Data curation. Jack Fitzsimons: Conceptualiza-
tion, Funding acquisition, Writing- Original draft preparation, Data curation, Software, Supervision.
Elena Ghazi: Writing- Original draft preparation, Data curation. Andrew Gruen: Writing- Original
draft preparation. James Honaker: Conceptualization, Writing- Original draft preparation, Data
curation, Software, Supervision. Gary Howarth: Conceptualization, Writing- Original draft prepa-
ration, Supervision. Nitin Kohli: Conceptualization, Writing- Original draft preparation. Chuck Mc-
Callum: Visualization, Data Curation. Priyanka Nanayakkara: Conceptualization, Methodology,
Writing- Original draft preparation, Data curation, Software, Supervision. Joseph P. Near: Writing-
Original draft preparation, Software. Robert Pisarczyk: Writing- Original draft preparation, Funding
acquisition. Salil Vadhan: Conceptualization, Funding acquisition, Writing- Original draft prepara-
tion, Supervision.

Vi



212

213

214

215

216

217

218

219

220

221

222

223

224

225

226

227

228

229

230

231

232

233

234

235

236

237

238

240

241

242

243

244

245

246

247

248

NIST IR 8588 ipd (Initial Public Draft)
September 2025 DP Registry

1. Value of the registry

In 2019, Cynthia Dwork, Nitin Kohli and Deirdre Mulligan wrote “Differential Privacy in
Practice: Expose your Epsilons!” [1], which argues that details about deployments of dif-
ferential privacy should be collaboratively collected into a public resource database, they
titled “the Epsilon Registry”. From this, practitioners could share the choices they made
forimplementation—in particular the authors were interested in fostering common knowl-
edge about the level of the privacy-loss parameter, epsilon, used in different settings. They
wrote:

“..thereis a need for shared learning amongst the differential privacy com-
munity. To serve these purposes, we propose the creation of the Epsilon Registry—
a publicly available communal body of knowledge about differential privacy
implementations that can be used by various stakeholders to drive the identi-
fication and adoption of judicious differentially private implementations.”

Since then, industry blogs and shared spreadsheets have begun collecting details, mostly
scraped together from publicly available sources and shared notes [2]. These limited data
points are becoming the de facto benchmarks against which engineers are designing dif-
ferentially private systems.

There is growing need to realize the original goal of “Expose your Epsilons!”, both to prac-
titioners in making reasonable choices, and to foster and accelerate industry norms for
privacy. Bringing together deployment data in a public and common format, with high-
guality moderation will help speed industry consensus. A registry will ease adoption of
differential privacy by establishing norms of use and application-specific guidance for pa-
rameter choices. A deployment registry will aid legal and policy reviewers to compare how
new proposals sit within the landscape of other implementations in industry. The ability
to compare with other deployments may also motivate systems to increase their privacy
protections. Additionally, the focal nature of such a database, may provide industry more
incentives and an increased norm to openness about their own deployments. To reflect
the broader scope envisioned here, we adopt the name Differential Privacy Deployment
Registry (DP Deployment Registry).

1.1. Value to Practitioners

Industry is in the early stages of adoption of differential privacy (DP) technologies. As such,
privacy practitioners often meet challenges when trying to design and deploy formal pri-
vacy methods to a concrete use case. There are two kinds of such challenges: resistance
from internal stakeholders, and open questions encountered in the course of the project.

The first kind of challenge is convincing stakeholders of the feasibility of using differential
privacy: modern approaches to data privacy might still be perceived as experimental and
unproven. Will differential privacy work for our specific data and query workload? Will
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downstream data users get enough utility if we add noise to the computation results? Will
sensitive data be adequately protected in a way that will be recognized by auditors and
policy makers? The value of the DP Deployment Registry to a practitioner trying to answer
these kinds of questions is obvious: if other organizations have successfully deployed this
technology, it suggests that a similar approach is likely to also work for their use case. The
more comprehensive and diverse the DP Deployment Registry grows over time, the more
likely it is that potential practitioners will have similar examples to point to, and successfully
make the case for investing in formal privacy approaches.

The second kind of challenge happens when trying to go from inception to deployment.
A privacy practitioner will have to grapple with a number of difficult questions. How to
guantify utility and determine whether the output data is fit for use? What methods will
perform best to optimize the privacy-utility trade-off? What privacy parameters provide
an adequate level of protection? How to complement a formal privacy analysis with an
empirical evaluation of the potential leakage? What software libraries are available?

A DP Deployment Registry that includes details and rationale about the choices made by
other practitioners will be a valuable source of information to guide and inform their own
choices. It will also help new practitioners find other privacy experts that were involved in
previous differential privacy projects, allowing them to ask questions and get feedback or
guidance.

In both cases, the DP Deployment Registry catalyzes a virtuous cycle: helping practitioners
roll out differential privacy to solve real-world use cases would then lead to successful
deployments, and adding those deployments to the DP Deployment Registry would add to
its value for future practitioners.

1.2. Value to Policy Makers

In a similar fashion, in our experience, policy makers face many of the same questions
and encounter the same obstacles, from their mirrored perspective. Policy makers play
a central role in shaping the norms and expectations around data protection. Their guid-
ance documents and assessments often set the benchmarks that organizations must meet
to demonstrate responsible data use. Yet these decisions are rarely made in a vacuum: to
evaluate whether a deployment is sufficiently protective, policy makers must consider how
it compares to the state of the art—what other organizations are doing, which practices
are widely accepted, and where the consensus on adequacy lies. Without visibility into
what has already been attempted and the reasoning behind the choices, policy makers
risk either endorsing overly weak practices or demanding levels of protection that are mis-
aligned with industry realities. Furthermore, we acknowledge that policy makers have a
set of incentives that require them to be comparatively more risk averse—they are charged
with safety, about which caution is warranted.
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This makes the DP Deployment Registry, with its exemplars of existing deployments, valu-
able to policy makers as concrete evidence with which to benchmark new systems. By
offering comparisons across implementations, it enables the public to ask why protections
are absent when they have been adopted by similar systems. By describing the concrete
fields that define a system’s choices, the DP Deployment Registry allows policy makers to
frame more informed questions, assess compliance with greater consistency, and refine
guidance on the basis of real-world practice rather than anecdotal or fragmented sources.
In this way, it provides both evidence for guidance and a practical tool for assessing com-
pliance.

Moreover, anticipating this process will aid industry’s own internal legal and policy review-
ers, as they can more concretely anticipate the questions they may face and ground their
own privacy bars in comparable deployments. This transparency strengthens accountabil-
ity and creates a feedback loop between policy makers and practitioners: policy makers
use the DP Deployment Registry to sharpen oversight and update guidance, while orga-
nizations gain clearer incentives to align with state-of-the-art practice and disclose their
choices openly.

Taken together, the DP Deployment Registry supports policy makers across several dimen-
sions: policy responsiveness, by ensuring that guidance keeps pace with evolving practice;
benchmarking, by showing how new deployments compare to the state of the art; and
evidence for guidance, by grounding oversight in the realities of deployment. By bring-
ing these together, the DP Deployment Registry gives policy makers a practical lever to
set clearer expectations, demand stronger protections, and push the entire field toward
higher standards.

1.3. Value to Researchers

In addition to aiding deployments and fostering industry norms, we also envision that this
information will be of use to researchers who wish to study the evolving privacy land-
scape of deployments. Such a resource might help researchers locate and analyze deploy-
ments of particular interest. At a higher-level, we also believe it will enable and encourage
research studying ecosystem-level patterns. The DP Deployment Registry can also help
identify research gaps, highlighting where real-world deployments struggle, and pointing
toward open challenges in approaches and design choices. It will further support work that
tracks the evolution of practice over time, allowing researchers to observe how parameter
choices and techniques shift as the field matures.

Beyond analysis, the DP Deployment Registry can serve as a catalyst for collaboration and
education. It may help researchers connect with organizations and practitioners deploying
differential privacy to pursue joint studies or case-based research. It also has strong edu-
cational value, offering concrete, real-world examples that can be used in teaching about
privacy. Broadly, because such a site will consolidate information that is already “public”
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but distributed across numerous, long, technical sources, we imagine that this resource
will aid and speed the study of practical privacy deployments.

2. Governance

NIST Public Working Group (PWG). NIST proposes to host the DP Deployment Registry
through a Public Working Group (PWG), a flexible structure open to any member of the
public. The PWG may establish subcommittees to perform work; for the DP Deployment
Registry, we propose two: a Steering Subcommittee (process stewardship, outreach, sus-
tainability) and an Editorial Subcommittee (schema stewardship and content adjudication).
The PWG does not provide recommendations or consensus advice to the government and
is organized to operate outside the scope of the Federal Advisory Committee Act (FACA)
in both reality and appearance. NIST retains ultimate authority over the DP Deployment
Registry, including the right to modify processes and content. The formation of the work-
ing group will be consistent with standard NIST policies of governing NIST public working
group. Nonetheless, community effort through the PWG will be essential to ensure the
guality and maximize the utility of the DP Deployment Registry.

2.1. Membership and Governance Structure
2.1.1. Bootstrapping Phase

In line with typical working procedures, NIST will appoint one or more NIST employees as
co-chairs. Co-chairs would then post a public announcement calling for outside co-chairs
to serve as an Interim Steering Committee (ISC) and any member of the public to join
the working group. The Members of the ISC shall serve for no more than two years. To
establish staggered terms, approximately half of the initial seats shall conclude after one
year, determined by lot.

2.1.2. Ongoing Governance

After the bootstrap period, we expect the governance will transition to two committees
under a public working group framework:

¢ Steering Committee: A body of no fewer than three and no more than nine experi-
enced thought leaders and practitioners responsible for strategic guidance, position-
ing the DP Deployment Registry for community impact, and soliciting new contribu-
tions. Members shall serve two-year terms, renewable twice, with terms staggered
so that approximately half the seats are contested each year. The Steering Com-
mittee sets broader expectations, ensures adherence to submission processes, and
reviews Editorial Board recommendations. Decisions shall be consensus-seeking;
failing consensus, a motion passes with a two-thirds majority. A quorum of two-
thirds of current members, is required for any decision.
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2.1.3.

Editorial Board: A body of no fewer than three and no more than nine subject-
matter experts responsible for evaluating individual submissions to the DP Deploy-
ment Registry, maintaining the schema, and applying references such as NIST SP 800-
226 [3] when interpreting privacy parameters. Members shall serve two-year terms,
renewable twice, with staggering aligned to ensure continuity. Editorial Board mem-
bers must disclose conflicts of interest and recuse themselves from evaluation where
relevant. Decisions shall be consensus-seeking; failing consensus, a motion passes
with a two-thirds majority and affirmative votes from at least four stakeholder groups.
A quorum of two-thirds of current members, with a minimum of six, is required for
any decision.

Stakeholder Representation

Both the Steering Committee and the Editorial Board would seek to include representation
from across a wide group of stakeholders, including:

1.
2.

Academics: Experts in differential privacy, cryptography, data privacy, and data ethics.
Practitioner Bodies: Organizations such as NIST or recognized professional societies.

Industry Leaders: Representatives from sectors implementing differential privacy in
real-world settings.

Practicing Data Protection Lawyers: Professionals providing legal and risk guidance.

Regulators: Representatives from data protection authorities or similar agencies.

2.2. Term Limits and Rotation

2.2.1.

Members of both the Steering Committee and Editorial Board shall serve two-year
terms, renewable twice.

No individual may serve more than three consecutive terms on the same body.

After completing three consecutive terms, a member must rotate off for at least one
full term (two years) before being eligible for re-election or reappointment.

Terms shall be staggered so that approximately half of the seats on each body are
contested every year.

Transparency

All membership rolls, term expirations, meeting agendas, minutes, votes, and rationales
shall be published openly in the collaboration space.
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2.3. Data Dissemination and Preservation Goals

NIST authority. The DP Deployment Registry is a NIST resource; NIST retains the right to
modify, correct, or remove the DP Deployment Registry content and to adjust dissemina-
tion cadence and channels.

The DP Deployment Registry seeks to support broad and durable access to registry informa-
tion for the research and practice communities. To this end, the DP Deployment Registry
will regularly disseminate Public Data Files through a community data archive (described
below) comprising all registry records, under an open license. The DP Deployment Reg-
istry aims for these Public Data Files to be provided in a manner consistent with the FAIR
Data Principles — enabling computational systems to find, access, interoperate, and reuse
DP Deployment Registry data with no human intervention [4].

As a complement, more frequently updated Data may be made available through other
channels to support interoperation with other services, by approval of the Steering Com-
mittee. These releases may be made available as replica databases, snapshots of the early-
release Public Data Files, feeds of updates, API calls, or other mechanisms. These comple-
mentary release channels are not subject to any of the terms of this section.

NIST may revise these goals and associated practices as needed to ensure consistency with
NIST policy and mission.

Data Coverage

All records comprising the DP Deployment Registry database, in the core schema (as de-
scribed above) that are used to provide DP Deployment Registry services.

Excluded Data

Except as later designated by the Steering Committee, registry website content and brand-
ing; the content of discussion lists; publications; and other supplementary documentation
will not be included or as part of the regular public data release.

Documentation, Metadata and Bibliographic Information

Public Data Files releases will include metadata detailing the sources, review, and approval
of the data—as consistent with the review processes described above. The release will also
include administrative metadata used related to these records that are used to provide DP
Deployment Registry services—such as modification dates, and any annotations on the
data stored in the DP Deployment Registry service itself; any other metadata required to
interoperate or reuse released data; any human readable documentation for the release
that are required, in addition to the metadata, to meaningfully reuse the data.
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Public Data Availability

NIST proposes to make biannual data releases to https://data.nist.gov, an archival data
repository designed with FAIR principles [4] and best practice for Federal Data Strategy.
The server supports persistent identifiers, data citation, automated discovery, and ma-
chine access. A NIST-owned GitHub repository will host the working copy of the data and
be used to accept additions and amendments to the DP Deployment Registry. The GitHub
repository will be used to release periodic stable versions of the database aiming for quar-
terly updates.

Audience

The primary intended audience comprises privacy researchers, policy-makers, and industry
practitioners — who may use this data for research, policy, or commercial purposes. The
data is also intended to be accessible to the public media community and the broader
public.

Formats

Consistent with NIST data practices, all data will be made available in non-proprietary,
community-recognized, machine-actionable formats.

Versioning

The DP Deployment Registry will publish updates to the Public Data File through a NIST
GitHub repository. We propose to retain the entire change log throughout the life of the
DP Deployment Registry.

Archiving, Preservation, Long-term Access

The DP Deployment Registry aims to ensure durable access to the Public Data File for re-
search and policy. NIST will maintain data in line with the NIST Data Plan and will fall under
the NIST public domain software license. We encourage the community to mirror the data,
especially in credible permanent public access databases (e.g., Zenodo, Harvard Dataverse,
Figshare).

Privacy and Intellectual Property

Consistent with NIST expectations for public working groups, submissions to the database

must be non-proprietary. Allinformation submitted to the registry must not include personally-

identifiable information.
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2.4, Policies and Licenses
2.4.1. Code of conduct

Communications with the DP Deployment Registry shall be subject to the following code of
conduct, which may be modified in the future with the approval of the Steering Committee.

Introduction

This code of conduct applies to all spaces the DP Deployment Registry manages, in-
cluding public and private mailing lists, issue trackers, wikis, blogs, Twitter, and any
other communication channels our communities use.

We expect everyone who participates in the DP Deployment Registry community for-
mally or informally, or claims any affiliation with the DP Deployment Registry, in any
registry-related activities, and especially when representing the DP Deployment Reg-
istry in any role to honor this code of conduct.
This code is not exhaustive or complete. It distills our common understanding of a
collaborative, shared environment and goals. We expect all members of the DP De-
ployment Registry community to follow it in spirit as much as in the letter, so that it
can enrich all of us and the technical communities in which we participate.
Specific Guidelines
e Be open. We invite anyone to participate in our community. We prefer to
use public methods of communication for project-related messages, unless dis-
cussing something sensitive.
e Be kind and behave professionally. Be inclusive of people from different back-
grounds and of different ways of thinking.
e Be empathetic, welcoming, friendly, and patient. We work together to resolve
conflicts, assume good intentions, and do our best to act empathetically.
* Be collaborative. Other people will use our work, and we, in turn, depend on
the work of others.
e Be inquisitive. Those who receive a question should be responsive and helpful,
within the context of our shared goal of improving the DP Deployment Registry.
e Be careful in the words that we choose. Whether we are participating as pro-
fessionals or volunteers, we value professionalism in all interactions, and take
responsibility for our own speech. Do not insult or put down other participants.
Harassment and other exclusionary behavior are not acceptable.

continued on next page
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continued from previous page
Reporting Guidelines

While all participants should adhere to this code of conduct, we recognize that some-
times people may have a bad day, or may be unaware of some of the code’s guidelines.
When that happens, you may reply to them and point out this code of conduct. Such
messages may be in public or in private, whatever is most appropriate. However, re-
gardless of whether the message is public or not, it should still adhere to the relevant
parts of this code of conduct; in particular, it should not be abusive or disrespectful.

Assume good faith; it is more likely that participants are unaware of their bad behavior
than that they intentionally try to degrade the quality of the discussion. Should there
be difficulties in dealing with the situation, you may report your compliance issues in
confidence to the NIST working group chair.

Acknowledgments

This statement draws on the Apache Foundation Code of Conduct for inspiration.

7 2.4.2. Privacy Policy

The DP Deployment Registry seeks to support broad and durable access to registry in-
formation for the research and practice communities. To that end, the DP Deployment
Registry regularly releases a Public Data File, comprising all registry records, under the
NIST public domain software license.

We remind readers that NIST does not own the rights to resources that are listed by
links in a DP Deployment Registry record, for example, journal articles.

The NIST website privacy policy will apply to interactions with the DP Deployment Reg-
istry. Submissions to the registry use the NIST GitHub site. A name and email address
will be required for any submission.

We request that you follow these community norms in using the Public Data File.

e Spread the Word: Please give attribution to the DP Deployment Registry as the
source of the Public Data File.

e Be Fair and Lawful: Do not modify any data so as to make it false, incomplete,
defamatory, or misleading.

o Keep us posted: We are very interested in hearing about ways in which people
are making use of the Public Data File. Please contact us if you are willing to
share your experiences.



https://www.nist.gov/open/copyright-fair-use-and-licensing-statements-srd-data-software-and-technical-series-publications#software
https://www.nist.gov/oism/site-privacy
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3. Schema for the database

The core product of this endeavor is a database describing deployments of differential
privacy. To make this information systematized and comparable, and to richly and fully
describe the details that are necessary for meaningful understanding and comparison, we
propose a schema of fields to be coded for each deployment. This schema is directly based
on ongoing research by Priyanka Nanayakkara, Elena Ghazi, and Salil Vadhan [5], which in
turn draws on [1, 3, 6-8]. We further emphasize that the schema will evolve as we learn
what characteristics are important points of comparison.

Furthermore, the schema aims to cover all the dimensions that fully characterize a dif-
ferentially private system, although this involves some degrees of depth that will not be
equally meaningful for all deployments. The schema features structured fields that are di-
rectly comparable across entries, and the schema also intentionally carries many free text
fields for compiling the details that meaningfully summarize additional implementation
details from the published sources.

3.1. Transparency level of entries

The database has been initiated by collecting information from public sources, such as
articles, white papers and industry blogs. The amount of available detail can differ sub-
stantially across deployed systems. As a broad-brush summary of the amount of available
information about a system, we have divided the complete list into three tiers of informa-
tion, from those that we would expect in even the sparsest high-level summary (Tier 1) to
core parameters of the differential privacy guarantee (Tier 2) to nuanced implementation
details (Tier 3). These tiers are not an indication of the quality of a deployment; rather,
they convey the transparency level of the entry.

e Tier 1: Basic information (who is the curator, what is the intended use, a description
of the system, a publication date, etc).

e Tier 2: Fundamental DP description (information in Tier 1 plus: DP variant, privacy
unit, privacy parameters, deployment model, etc.).

e Tier 3: Nuanced deployment details (information in Tiers 1 and 2 plus: data domain,
unprotected quantities, privacy accounting, implementation details, rationale, etc.).

The fields included in each tier are described below in Table 1.
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Table 1. Version 1 of the Differential Privacy Deployment Schema. This is a living
document that will evolve as more is learned.

mission (e.g., data analysts), can construct sequences of new queries on the under-
lying data under DP, including in response to previous DP queries. In non-interactive
systems the queries are all defined before any DP release or privacy-loss budget is
used. Examples of non-interactive deployments include synthetic datasets and ag-
gregate statistics published with DP protections, but also algorithms where the de-
sired summary statistics are known in advance.

Field Name | Description Tier
Basic

Name Name of the privacy-protected data product 1
Data curator The entity or entities publishing the data product 1
Description Brief description of the product 1
Intended use Intended use(s) of the data product 1
Data product type Category of the data product, such as “summary statistics” or “machine learning 1

model”
Data product region Region the data product describes 1
Publication date Date the data product was published. For publications with many releases, this is 1
the publication date of the first release.
Data product sector Sector(s) or domain(s) of the data product (e.g., technology, healthcare, education, 1
government, energy)

Type of data curator Category (or categories) that best describe the entity publishing the data product 1
(e.g., government, industry, nonprofit)

DP variant

Variant name The variant of DP used, such as pure DP [9], approximate DP [10], zero-concentrated 2
DP [11], and Rényi DP [12]. If a “custom” variant is used, then specify the full privacy
relation, including the input metric, bound on input distance, output measure, and
bound on output distance [6-8]

Data domain Datasets “eligible for privacy protection”; in other words, “the actual, potential or 3
counterfactual datasets that are to be protected” under DP [8]

Unprotected quantities Quantities computed on the underlying data that are published without DP protec- 3
tions

Privacy loss

Privacy unit High-level description of the entity being protected, i.e., the entity whose data 2
changes under adjacent datasets [8] (e.g., user, household, the set of all events as-
sociated with a user in a day [“user-day”]) [8]

Privacy unit description Precise specification of what constitutes adjacent datasets in terms of the underlying 3
data’s schema

Privacy parameters Privacy parameters (e.g., €, §, p ). Which parameters are specified will vary 2
according to the DP variant.

Privacy parameters details Additional details or interpretations for parameters, if necessary —

Deployment model

Model name Deployment model, such as central or local [9, 13] 2

Trust assumptions Describe relevant actors (anyone who may access the data product or underlying 3
data) and trust assumptions for each. Include rationale for these assumptions where
possible.

Release type Whether there is one release (“one release”) or multiple over time (“many releases”) 2

Release type details For one release: Note whether there are future plans to release additional data prod- 3
ucts based on the underlying data. For many releases: Note the refreshment time-
frame, how privacy loss is managed over time, and whether a fixed amount of privacy
loss is allowed before the underlying data are no longer queried.

Data source “Dynamic” or “Static.” If the underlying data are dynamic, it means that new under- 2
lying data will be added over time. On the other hand, if the underlying data are
static, new data will not be added over time.

Access type “Interactive” or “Non-interactive.” Under interactive deployments, people with per- 2

Continued on next page
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Table 1 (continued)

Field Name Description Tier

Access type details If interactive, describe how the privacy loss budget is apportioned to and across 3
people with interactive access, and whether non-collusion between said people is
assumed.

Implementation

Preprocessing and hyperparameter tuning Description of preprocessing, exploratory data analysis on the underlying data, hy- 3
perparameter tuning, and how privacy loss from those stages was tracked, if at all

Mechanisms Mechanisms used (Laplace, Gaussian, etc.), libraries, implementation details. Also 3
includes: protections against timing and floating point attacks [14], whether steps
were taken to prevent against leakage due to idiosyncrasies of the computing plat-
form, and code/GitHub links if available

Composition How privacy loss is accounted across multiple differentially private queries (e.g., se- 3
quential or parallel composition)

Post processing Functions applied to the data product after it has been protected under DP 3

Justification Justification and process by which any of the above choices surrounding implemen- 3
tation of DP were made, and well as any rationale around these decisions. Some
questions that this section may answer include, but are not limited to: “What were
the assumptions, modelling decisions, thresholds, and subjective decisions made in
determining [implementation choices]? Why is the approach a thorough test of the
stated assumptions? Was the process validated and verified? If so, how?” [1]

Additional information Links to white papers, blog posts, or other resources describing the deployment. 1
May also include links to the data product if publicly available, and any other miscel-
laneous notes that do not fit into any of the above sections.

Administrative

Status Approval status of this entry. Possible states are: Draft, Pending, Changes Required, NA
Approved, Approved (Update Requested), Approved (Pending)

Registry authors The author(s) of this record. This refers to who filled out the entry, which might be NA
different from who made the deployment.

Tier The transparency level of the description (either 1, 2, or 3). Higher values indicate NA

more information is provided.

4. Contribution process

The registry begins with publicly documented deployments, but its value will grow with
community contributions. Organizations should be able to submit entries detailing their DP
implementations and updates to existing ones. In addition, organizations should be able
to directly cite and link from registry entry to registry entry—allowing for easy browsing
from inspiration to additional deployments.

Proposed initial rules for publicly documented deployments added by the community:
1. Submissions must rely on publicly available documents, ideally primary sources.

2. Submissions should be based on public disclosures from organizations and should
include clear citations and a link to the organizational website describing the case
study. Published case studies must link back to their own registry entry as a form of
verification.

3. Organizations can submit corrections or updates to their entries.

Proposed initial rules for deployments self-reported by organizations:
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1. Organizations self-reporting their DP deployments act as a “promise” of their prac-
tices at a given moment in time.

2. An optional discussion board will enable the community to provide feedback and
discuss registry entries, fostering transparency and accountability without formal
vetting of technical claims.

3. Final submissions and corrections will be assessed by an editorial board to ensure
their completeness, plausibility, and accuracy.

4. No deployments based solely on informal or second-hand information (e.g., hearsay,
unverified third-party reporting) will be included. However, organizations may self-
report deployments through an authorized attestation (see TB-3), even if they have
not otherwise made a separate public announcement.

To streamline this process, we plan to manage submissions, reviews, and merges through
GitHub Issues—allowing for transparency and accessibility. In particular, we will use Issue
Templates that include a suite of questions based on the National Science Foundation’s
Research Coordination Network’s template for PETs implementation use case guides. This
template has mandatory and optional sections, however it supports maintaining a struc-
tured set of inbound information. In addition, we will create separate details for public
case studies versus use cases where parameterization is not public. Beneficially, it also
enables clear attribution of the work that volunteers contribute to the project.

4.1. Evidence & Trust Basis

The DP Deployment Registry is disclosure-oriented. The goal is to make more information
public, and organize that which is public already. To that end, the DP Deployment Registry
focuses on ensuring that every asserted field in an entry must be supported by a Trust Basis
thatis recorded and displayed. However, all of the trust bases are, essentially, attestations;
it is not envisioned that the DP Deployment Registry will conduct code reviews or other
forms of in-depth investigation.

The initial list of trust bases are listed below, though additional bases may be recom-
mended by the Editorial committee or PWG co-chairs.

TB-1 Peer-reviewed publication (citation link)

TB-2 Formal publication by the deploying organization (e.g., white paper, technical report,
product documentation)

TB-3 Authorized organizational attestation (submission by an identified representative us-
ing an official domain, with an explicit attestation statement)

TB-4 Other public source (e.g., conference presentation, blog post) — subject to height-
ened plausibility review

13
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Minimum evidence thresholds. Hearsay, unverified third-party reporting without primary
sources, and purely promotional materials are not accepted.

Editorial checks. Editorial review confirms semantic and syntactic completeness, internal
consistency, and provenance clarity; editors do not assert correctness beyond minimal
plausibility checks.

Verification. Specific fields or an entire entry may be labeled Verified when two Edito-
rial reviewers have confirmed the relevant claim(s) directly against TB-1/TB-2/TB-3/TB-4
materials, or via a structured interview with an authorized representative.

Transparency. Each field’s Trust Basis is recorded, and the public interface supports filter-
ing by Trust Basis and by Transparency Level (see §3.1). Where information is missing or
relies on TB-4, this is explicitly shown.

4.2. Orientation for record submitters

New data coders—by which we mean individuals who categorize the unstructured sources
into the fields of the schema—will undergo a standardized training process to familiar-
ize themselves with the schema, run by editorial board members and experienced data
coders. This includes discussion of the goals of the project so as to orient coders to look
for the correct details and provide the right depth of information. This may include exam-
ple exercises from a previously recorded source. In the event a curator would like to add
their information to the Registry but does not have the capacity to train their own per-
sonnel through orientation, they can collaborate with a trained coder from the project to
assist in recording details following the practices of other records.

5. Editorial process for adjudicating contributions

NIST proposes to establish a public working group to assist in maintaining and growing the
database. From the members of the working group, we propose to create two subcom-
mittees: an editorial board that judges individual data submissions in detail, and a steering
committee that sets broader policies and positions the strategy of the project to achieve
impact. A draft charter summary for the PWG is provided in §2 (Governance).

Editorial Board: Some individuals would participate in an editorial board that would have
authority to make decisions about the individual items and representations in the registry.
For example, how to solicit adding new deployments to the registry, how to describe de-
ployments whose details have been published, and what information and schema to use
to generalize this knowledge.

Steering Committee: A small number of experienced thought leaders and practitioners
who can contribute guidance for strategic decisions, and ideas for engaging the commu-
nity of practitioners and fostering industry norms. The committee ensures that the registry

14
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maintains its integrity, adheres to submission policies, and evolves to meet the commu-
nity’s needs.

Both of these committees will benefit from having members representing:
1. Academics: Experts in differential privacy, cryptography, data privacy and data ethics.
2. Practitioner Bodies: Organizations such as NIST that set privacy standards.

3. Industry Leaders: Representatives from sectors implementing differential privacy in
real world settings.

4. Practicing Data Protection Lawyers: Representatives from the professional sphere
who provide guidance and risk analysis to organizations as they make their data pub-
lic.

5. Regulators: Representatives from working data protection authorities who are tasked
with generating guidance for the use of privacy enhancing technologies in research
and commerce.

5.1. Submission process

A new entry recording the attributes of a deployment will move through a sequence of
status states as it passes through this process. When a record has been merged into the
Git repository it is given the administrative status of “Draft”. When the submitter believes
the record is complete and ready for review of the Editorial Board, they can update the
status to “Pending”. If the Editorial Board approves the addition, its status is upgraded
to “Approved”, otherwise it can be sent back to any submitter with the status “Changes
Required.”

Only approved submissions are publicly shown on the NIST portal, however all GitHub
issues are public and browsable from within the repository.

If the Editorial Board has reason to believe a deployment has changed or a part of an entry
isin question, they can update the status of an approved entry to either “Approved (Update
Requested)” in which case the entry remains on the portal, or “Changes Required” which
reverts it to unpublished status. Both of these states have a Pending status that means
the submission is revised and ready for review of the Editorial Board.

If revisions are made, direct links are provided on the NIST portal to the diffs in the Git
repository.

This workflow process is visualized in Figure 1.
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Fig. 1. Overview of stages a submission may pass through from initial coding to

acceptance and any further updates.
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6. Interface portal overview

DP Registry

We have constructed a prototype interface web portal to facilitate easy exploration and use
of the data contained in GitHub, as well as sufficient materials to explain the information to
potential audiences of differing levels of expertise. A screenshot of this interface is shown
in Figure 2. The core element is a table with brief summaries of all deployment records.
Any element is clickable, which brings up a card with the full details for that deployment
by the proposed schema (as seen to the right). Simple visualizations (such as bar charts of
the number of deployments by various schema field categories, and the distribution over
time) are offered. The schema itself, can also be accessed from this portal.

Logo @
goes 5]

here

® Deployments Registry

Download data &

Inspired by Differential Privacy in Practice: Expose your Epsilons! by Cynthia Dwork, Nitin Kohli, and Deirdre Mulligan, this registry provides:

= Apublicty bout di ¥ that can be used by drive the
identification and ad private i ons -Dwork 2019
. Visualize trends in deployments Show Trend Graphs
® Deployments Registry Search Filters v Clear
Tier  Product Description Year Flavor name Privacy Loss
v}
jis Event-level
oo | FEEREELS Summary statistics of frequency histograms... 2017 Pure DP ventievel
by Apple €40
" User-level
Assistive Al
. Privately refining the set of responses sugg... 2020 Approximate DP 840
by Microsoft o 10007
Audience & .. User-month-level
. udience Engagemen Aggregated summary statistics about conte... 2020 Approximate DP 6349
by Linkedin 000
User-level
oo AutoPlayIntent Identify which websites users typically pref.. 2017 pure DP ser-level
by Apple €80
Israel's National Registry of Live S
oo Births of 2014 Synthetic data covering live births in Israel d.. 2024 Pure DP
298
by Israeli Ministry of Health €
User-level
v, Broadband Coverage Publicly available U.S. Broadband Coverage... 2021 Pure DP jser-level
by Microsoft €02
Disclosure Avoidance System for Person-level; housing-unit-
see  Redistricting Data Set of summary statistics (tables with count... 2021 Zero-concentrated DP  level
by U.S. Census Bureau 0:263
Census County Business Patterns Business establishment
. Demonstration dataset releasing data on ec.. 2023 Zero-concentrated DP
by United States Census Bureau 0:12.058
COVID-19 Exposure Notification User-day-level
oo Framework Automated alerts to potential COVID-19 exp... 2021 Approximate DP &80
by Google, Apple 5:1.0e-06
COVID-19 Search Trends I
«es  Symptoms Summary statistics, published as an aggreg... 2020 Pure DP Y
€168
by Google
; ” . ser-
o, Community Mobility Place Visits o . ciotistics, published as the COVID... | 2020 Pure DP ser-day
by Google €264

Popular Emojis by Apple x
Summary statistics of frequency histograms of emoji usage per
locale.

View on GitHub 7

Intended Use

For measurement (within Apple) of which emojis are most used, and
their relative frequencies, across keyboard locales, to improve
QuickType's predictive emoji suggestions.

Data Product Type Summary statistics

Data Product Region Global
Publication Date 2017-01-01
Data Product Sector Technology
Dp Flavor
Data Domain

Event-level dataset where one "event" is a user typing an emoji.

Unprotected Quantities

+ The dictionary of emojis (a predefined set of 2,600 emojis)

« Algorithm parameters: The Count Mean Sketch (CMS)
algorithm requires the number of hash functions (k = 65,546)
and the size of the privatized vector (m = 1024).

« The total number of records (known by the server, although
not released)

Privacy Loss
Privacy Unit Event-level
Privacy Unit Description

Each individual record corresponds to a single emoji-typing event
on a user's device. The function that computes the distance
between any two datasets in the data domain is the symmetric
distance, and the maximum distance between any two datasets in
the data domain is one.

Privacy Parameters

Epsilon 4
Model
Model Local

Model Name Description

we choose not to collect raw data on the server which is required
for central differential privacy; hence, we adopt local differential
privacy, which is a superior form of privacy

Actors

» User's device (client): Hosts raw emoji-selection events and
applies the LDP randomizer before any transmission. Users.

Fig. 2. Example of registry entry from prototype web interface.

Aspects of this design were based on ongoing research by Priyanka Nanayakkara, Elena
Ghazi, and Salil Vadhan [5].
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